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Internet Security Threats

• Proliferation of cybercrime for financial profit (Zeus, …)
• Targeted attacks (Aurora, …)
• Emerging cyber warfare (Stuxnet, …)

• Implications

– motivated, well-funded adversaries

– attackers are creative – find new vectors to reach victims

– attackers are adaptive – work actively against defenses
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Key Delivery Vector – Malicious Web Pages

• Malicious web pages
– pages that contain content that exploits vulnerabilities in browsers 

and their plug-ins
– content is malformed HTML or malicious code (JS, Flash, Java)
– these exploits are typically called “drive-by download attacks”

because exploit (shellcode) downloads and runs malware executable

• Many ways of luring user onto malicious web pages
– compromised, legitimate web pages
– malicious advertisements 
– search engine optimization (SEO)
– links in emails
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Drive-by-download Attack

www.vulnerable.com

www.semilegit.com

www.grayhat.com

www.evil.com

www.bank.com

POST /update?id=5’,’<iframe>..’)--

<iframe src=“http://semilegit.com”
height=“0” width=“0”></iframe>

Personal Data, Docs
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Overview and Challenges

Analysis

How complete 
is the analysis?

Where do we find
interesting pages?

How to handle the volume
of pages on the web?

What about malicious
code that resists analysis?

How to leverage analysis
results to prevent infections?
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Is Your Web Page Malicious or 
Are You Just Happy To See Me?

6



UC Santa Barbara

De-obfuscated Drive-By Attack
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Honeyclients

• Honeyclients are environments whose goal is the analysis of 
(malicious) web pages
– effectively and efficiently detecting pages that launch drive-by-

download attacks
– providing insight into how an attack is performed
– collect the associated artifacts

• additional malware
• shellcode in exploits

• Most approaches are based on a composition of static and 
dynamic analysis
– static analysis quickly identifies non-interesting pages
– dynamic analysis executes the page and analyzes its behavior
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Analyzing Malicious Pages

• Wepawet characterizes behavior of browser as it visits pages
– monitors events that occur during visit
– characterizes properties of these events with features
– uses statistical models to determine if feature values are anomalous

• Machine learning
– in the training phase, learn the characteristics of benign pages
– in the detection phase, flag pages with anomalous behavior

• Advantages
– we do not need to see a successful attack
– browser emulation let’s us see more and bypass evasion
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Wepawet - Features

• Feature set (10 features)
– redirection and cloaking 

(# redirects, browser personality differences)

– de-obfuscation 

(# dynamic code exec., # string def. / use, length of dynamic code)

– environmental preparation

(# allocated string bytes, # likely shellcode strings)

– exploitation features

(# instantiated components, suspicious arguments, call sequences)
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Wepawet - Extensions

• PDF analyzer
– analyzes the JavaScript within PDF documents

• Flash component analyzer 
– uses execution tracing to identify both malicious behavior and other 

network endpoints 

• Java Applet analyzer
– uses execution tracing to identify known exploits

• Shellcode analyzer
– uses emulation to extract URLs pointing to additional malware
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Wepawet - Results
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• Wepawet
(analyzes web sites for malicious JavaScript and Flash)

Wepawet – Deployment
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• Wepawet
(analyzes web sites for malicious JavaScript and Flash)

Wepawet – Deployment
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• Wepawet
(analyzes web sites for malicious JavaScript and Flash)

Wepawet – Deployment

– number of unique IPs that submitted to Wepawet: 141,463

– number of pages visited and analyzed by Wepawet: 67,424,459

– number of malicious pages identified as malicious: 2,239,335
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15 Minutes of Aurora Fame

• Our Wepawet analysis service was used to study Aurora attack
– first public analysis (results produced fully automated)
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15 Minutes of Aurora Fame
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15 Minutes of Aurora Fame

• Our Wepawet analysis service was used to study Aurora attack
– first public analysis (results produced fully automated)
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EvilSeed

• How to find the needle (malicious page) in the haystack (Internet)

• Approach: Search the web in a smart way  

• Goal is to generate a URL input stream with “high toxicity”
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EvilSeed

• EvilSeed starts with a set of malicious web pages and uses 
“gadgets” to find likely additional malicious web pages
– links gadget
– content dork gadget
– popular terms gadget
– SEO gadget
– DNS queries gadget

• Some level of random crawling is still necessary to find 
completely new malicious web pages
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Prophiler

• Quick identification of possible drive-by-download web pages
– each web page is deemed benign or possibly malicious
– detection models derived through supervised machine-learning

• System as filter between a crawler and a more costly (and more 
precise) dynamic analysis system 
– filter can allow high FP rates, as they are later discarded by the 

dynamic analysis system
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Terms 
Extractor

Malicious
Pages

Feature
Extractor
Feature

Extractor

Public
Portal

CrawlerCrawler

C&C Site

HoneyclientHoneyclientHoneyclientHoneyclientHoneyclientHoneyclient

Wepawet

Cl
ou

d

EvilSeedEvilSeed

http://www.easymoney.com
http://cheapfarma.ruhttp://rateyourcar.comhttp://nudecelebrities.it

ProphilerProphiler

Benign
Pages

Possibly
Malicious

Pages

Anubis

Exploit Site

Malicious
Pages

Benign
Pages

Threat
Intel

Block
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Revolver: Detecting Evasions 
in Web-based Malware

• Providing an oracle available to the public has drawbacks
– malware can be tested before deployment

• Exploitation of discrepancies leads to failed detection
– Revolver: An Automated Approach to the Detection of Evasive 

Web-based Malware
A. Kapravelos, Y. Shoshitaishvili, M. Cova, C. Kruegel, G. Vigna 
Usenix Security Symposium, Washington, D.C., August 2013
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Evasion: Scope Handling

function foo() {
... // W6Kh6V5E4 is filled with non-alpha data
Bm2v5BSJE="";
W6Kh6V5E4 = W6Kh6V5E4.replace(/¥W/g,Bm2v5BSJE);
... // W6Kh6V5E4 now contains valid JavaScript

}

function foo(){
...

var enryA = mxNEN+F7B07;
F7B07 = eval;
{}
enryA = F7B07('enryA.rep' + 'lace(/¥¥W/g,CxFHg)');

}
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Evasion: Interpreter Idioms

OlhG='evil_code'
wTGB4=eval
wTGB4(OlhG)

OlhG='evil_code'
wTGB4="this"["eval"] // Only works in Adobe’s JS
wTGB4(OlhG)
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Evasion: Exception Paths

function deobfuscate(){
// Define variable xorkey
// and compute its value
for(...) { 
... // decrypt with xorkey 

}
eval(deobfuscated_string);

}

try {
eval(deobfuscate();)

}
catch (e){
alert('err');

}

function deobfuscate(){
try { ... // is xorkey defined? }
catch(e){ xorkey=0; }

... // Compute value of xorkey
VhplKO8 += 1; // throws exception 
for(...) { 
... // decrypt with xorkey}
eval(deobfuscated_string);

}
try { eval(deobfuscate();) } // 1st  
catch (e){
// Variable VhplKO8 is not defined
try {

VhplKO8 = 0; // define variable
eval(deobfuscate();); // 2nd

} catch (e){ alert('err'); }
}
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Evasion: Liberal Configuration

var nop= "%uyt9yt2yt9yt2";
var nop= (nop.replace(/yt/g,""));
var sc0= "%ud5db%uc9c9%u87cd...";
var sc1= "%"+"yutianu"+  

"ByutianD"+ ...;
var sc1=

(sc1.replace(/yutian/g,""));
var sc2= "%"+"u"+"54"+"FF”+"%u”

+"BE"+...+"A"+"8"+"E"+"E";
var sc2= 

(sc2.replace(/yutian/g,""));
var sc= unescape(nop+sc0+sc1+sc2);

try {
new ActiveXObject("yutian");

} catch (e) {
var nop= "%uyt9yt2yt9yt2";
var nop= (nop.replace(/yt/g,""));
var sc0= "%ud5db%uc9c9%u87cd...";
var sc1= "%"+"yutianu"+  

"ByutianD"+ ...; 
var sc1=

(sc1.replace(/yutian/g,""));
var sc2= "%"+"u"+"54"+"FF”+"%u”

+"BE"+...+"A"+"8"+"E"+"E";
var sc2= 

(sc2.replace(/yutian/g,"")); 
var sc= unescape(nop+sc0+sc1+sc2);

}
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Detecting Evasion: Challenges

• Code is obfuscated

• Code is generated on-the-fly

• Code might probe for arcane versions of a browser

• Not all code changes are relevant
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Revolver

IF

VAR <= NUM

…
OracleWeb

IF

VAR <= NUM

…

Similarity
computation {bi, mj}

Malicious evolution
Data-dependency
JavaScript infections
Evasions

Pages ASTs Candidate 
pairs

…

…
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Classification

• Data-dependency: categorizes script differences that are 
associated with transforming data into code
– same packers usually produce different code: if generating code is 

same and generated code is very different, do not flag as evasion

• Injection: categorizes script differences that are due to addition of 
code to a previously-benign script
– site gets compromised and attacker adds code to well-known 

JavaScript libraries (e.g., jQuery)

• Evasion: categorizes script differences that are mostly composed of 
control-flow nodes added to the previously-malicious script
– control-flow decisions are made to avoid executing the malicious 

functionality
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Evaluation: Evasion

• Collected 6,468,623 pages (of which 265,692 malicious)

• Extracted 20,732,766 benign and 186,032 malicious scripts

• Derived 705,472 unique ASTs and 55,701 malicious ASTs

• For each benign AST, found ~70 malicious neighbors

• Computed 208K candidate pairs
– 6,996 Injections (701 classes)
– 101,039 Data dependencies (475 classes)
– 4,147 Evasions (155 classes)
– 2,490 Evolutions (273 classes)
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http://revolver.cs.ucsb.edu
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Conclusions

• Web is one of the key delivery mechanisms for malware today

• Detecting malicious web pages is difficult
– the web is large!
– attackers have a lot of freedom in crafting attacks (evasion)
– many vectors need to be protected (HTML parser, plugins, Flash, …)

• Wepawet
– system that uses browser emulation to detect malicious pages
– embedded in larger ecosystem (Prophiler, EvilSeed, …)
– provides detailed forensics that allows us to detect evasion (Revolver)
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Thank You!
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