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PKI: Public Key Infrastructure

B
(CA: Certificate
Authority)
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Certificate:
Data:

Version: 3 (@8x2)
Serigl Number: 1 (@x1)
Signature Algorithm: mdSWithRSAEncryption

Issuer: C=ZA, ST=NWestern Cape, L=Cape Town, O=Thawte Consulting cc,
OU=Certification Services Division,
CN=Thawte Server CA/emailAddress=server-certs@thawte.com

Validity
Not Before: Aug 1 22:00:00 1996 GMT
Not After : Dec 31 23:59:59 2020 GMT

Subject: (=ZA, ST=Western Cape, L=Caope Town, O=Thawte Consulting cc,
OU=Certification Services Diwision,
CN=Thawte Server CA/emailAddress=server-certs&thawte.com

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1824 bit)
Modulus (1824 bit):
@@:d3:a8:5@:6e: cB:ffi50:0b:eb:cf:od:bben:BC:
68:70:47:a0d:00:c2:da:B4:25: fcraB:f4:47:51 da:
Bo:b5:2@:74:94:8b:1e:@f:75:c9:e9:88:01:f5:@6:
6d:3@:6e:15:19:02:e9:52:c@:02:db:4d:99:9e:2:
Ga:@c:44:38:cd: fe:be:ed:64:09:78:c5:Fe:bl:6b:
29:b6:2F:49:cB:3b:d4:27:04:25:10:97: 2 :e7 : 90:
Gd:c@:28:42:99:d7:4c:43:de:c3:F5:21:6d:54:9F:
Sd:c3:58:el:c@:ed4:d9:5b:b@:bB:dc:b4:7b:df:36:
3a:c2:b5:66:22:12:d6:87:8d
Exponent: 65537 (@x108017)

X5893 extensions:
X5@9%3 Basic Constraints: critical
CA-TRUF

Signature Algorithm: mdSWithRSAEncryption

a

B7:fa:4c:69:5c:fb:95:cc:46:ee: 85:83:4d:21:30:Be:ca:d9:
08:6f:49:1q:e6:da:51:e3:68:70:6c:84:61:11:al:1a:cB:48:
3e:59:43:7d:4F:95:3d:01:8b:b7:0b:62:98:7a: 75:Ba:dd: 88:
deide:Be:4@:dbiaBicc:32:74:b9:6F:0d: cbied b3 :44:0b:d9:
8a:06f:90:29:90:99:18:28:3b:d1:e3:40:28:9qa:5a:3c:d5:b5:
e7:20:1b:8b:catad ab:Bd:e9:51:d9:e2:4c12c:59:a9:da:ba:
bZ:75:1b:f6:42:F2:ef:c7:F2:18: ¥9:89:bciad: FF:Ba:23: 2e:
7B:47
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(CA: Certificate
Authority)
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http:/ fwww.valicert.com/ Builtin Object Token K¢
http: f fwww.valicert.com) Builtin Object Token
¥ VeriSign, Inc.
Thawte SCGC CA Software Security Device
Thawte SGC CA - G2 Software Security Device —

VeriSign, Inc. Software Security Device

VeriSign Class 3 Public Primary Certifica... Builtin Object Token

Verisign Class 3 Public Primary Certifica... Builtin Object Token
Verisign Class 3 Public Primary Certifica... Builtin Object Token
Verisign Class 3 Public Primary Certifica... Builtin Object Token
Verisign Class 1 Public Primary Certifica... Builtin Object Token —

Verisign Class 2 Public Primary Certifica... Builtin Object Token 77 4 7 > F
VeriSign Class 1 Public Primary Certifica... Builtin Object Token
VeriSign Class 2 Public Primary Certifica... Builtin Object Token

VeriSign Class 3 Public Primary Certifica... Builtin Object Token
VeriSign Class 4 Public Primary Certifica... Builtin Object Token

AHERTED

VeriSign Universal Root Certification Aut... Builtin Object Token

Moxi€inm Flace 3 Biblic Beimamn: Costificn  Builtin Mhincs Talon %
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KEE2DODFRE p, q =LK
NEBE: n=px0g, e ZEIR (65537 =28+1 KL FEH N D)
MESE: d=e! (mod (p —1) (¢ -1))

B 1E(EXm MHEEEXc EE/RK): ¢ =me (mod n)
EEEEXcHOLENDTEXMEED): m=cd (mod n)
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— Heninger et.al., “Mining your Ps and Qs:
Detection of widespread weak keys in
network devices”, Usenix Security 2012.

 TLS scan (#9585, 2011/10)
« SSH scan (96617, 2012/2-4)

— Lenstra et.al., “Public Keys”, CRYPTO 2012.

e The Electronic Frontier Foundation (EFF)
SSL Observatory (£361954, 2011/11)
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https://www.eff.org/observatory
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XPIA (TZZRE7)

X.509 certificate Public-key
lnvestigation and Analysis system
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