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Abstract—Quantum cryptography enables the distribution of
‘information-theoretically’ secure (ITS) keys, whose secrecy is
guaranteed by the laws of quantum physics. Such a level of
security is superior to conventional ‘classical’ cryptography
whose security is at most ‘computational’, and even this lower
security level is unverified in many cases. Fiber-based quantum
key distribution (QKD) systems for link distances up to hundred
kilometers are already available on the market since several
years. However, there is no practical way to cover larger
distances without employing a space-based relay. Therefore we
propose here network architectures for space-optical quantum
communication services. By a trade-off process between
performance and cost, we have identified three scenarios that are
capable to provide a large number of users on ground with ITS
keys at affordable service fees. Here we detail the architectures of
space, ground and control segment for operational space-based
QKD services.

Keywords - quantum communication; quantum cryptography;
satellite  communication;  information  security;  optical
communication; free space optics

I. INTRODUCTION

Applications and services based on Optical Quantum
Communications could revolutionize information technology
in the future. Quantum superposition and quantum
entanglement constitute a novel type of resource, allowing the
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implementation of technological solutions which cannot be
achieved with classical information technology alone.
Examples are cryptographic quantum key distribution [1], [2]
with an unprecedented level of security and the extension of
information channel capacity beyond the theoretical maximum
limit by quantum superdense coding [3]. Further potential
applications are quantum state teleportation [4] in quantum
repeaters and quantum computers [5].

In principle, due to the fact that quantum signals cannot be
amplified, all of the aforementioned applications could benefit
from a space-based infrastructure [6]. However, quantum state
teleportation and quantum dense coding are currently too
immature and impractical for real applications. Quantum key
distribution (QKD), on the other hand, is technologically
advanced enough for space applications. Therefore we focus
here on the applicability of QKD to space-based
telecommunication services, in order to protect user data
channels on ground. In particular, we have performed a
systematic trade-off of drivers, performance characteristics,
merits and drawbacks, and specific constraints associated with
deployment in the space environment. This allowed us to
compile a list of the most promising services making essential
use of Quantum Communication (for details of this trade-off
process see [7]).

In this Paper, we first give an introduction in Quantum Key
Distribution in chapter II. In chapter III, we present the selected
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architectures of space-based quantum communication and the
services that can be offered with these architectures. Chapter
IV details the system components for space-based quantum
communication and chapter V concludes.

II. QUANTUM KEY DISTRIBUTION

Quantum key distribution (QKD) [1], [2] is the process of
establishing a secret shared key between two parties,
traditionally named A (Alice) and B (Bob), see Figure 1. The
security is based on the laws of quantum mechanics, in contrast
to classical schemes, where security relies only on
mathematical assumptions. Common public keys, for example,
can be broken if an eavesdropper (E or Eve) disposes of an
algorithm for efficient prime factorization. Although no such
algorithm is known to exist in the public sphere, there is no
proof that it cannot be developed. Another tool would be a
quantum computer running Shor's algorithm [8] which already
has been demonstrated for small numbers [9], [10]. Even
without such an algorithm, the continuously increasing
computational power of classical computers can be used to
break currently used public keys, also retroactively.

The only encryption scheme which has been proven to be
secure [11] is the one-time-pad [12], [13], where a key having
the same length as the message is used only once. The issue of
distributing large amounts of key material can be solved more
efficiently by QKD than by human couriers. QKD guarantees
the incorruptibility of the courier during its travel — a guarantee
that classical information cannot offer [14].

In the last two decades, numerous QKD-protocols have
been implemented by research groups. In recent years, QKD
devices also have become commercially available, promoted
by the start-ups ID Quantique in Geneva, MagiQ in Boston and
New York, SmartQuantum in Lannion (Brittany-France), the
Austrian Institute of Technology in Vienna, QASKY in Wuhu,
China, qutools in Munich, QuintessenceLabs in Canberra, and
SeQureNet in Paris. Bigger companies such as Siemens, NEC,
HP and Mitsubishi are also active in the field [15]. Global
telecommunication providers such as Thales and Toshiba hold
QKD fiber-systems on standby in order to bring them on the
market at the appropriate moment.

One of the bottlenecks of today's QKD systems is low key
rate, typically about some kilobits per second. Thus only small
data rates are possible using one-time-pad encryption. In order
to increase data rate, e.g. for video transmission, QKD can be
combined with classical algorithms. The keys for a classical
block cipher, such as e.g. the Advanced Encryption Standard
(AES), can be provided by QKD. The fiber-based QKD system
Cerberis of ID Quantique, for example, can be operated in such
a mode. Since the key is shorter than the message,
unconditional security is not guaranteed. However, QKD
allows for very frequent key exchange. An eavesdropper then
has to break each new key separately, thus the complexity of
this task is much higher than with purely classical methods.
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Figure 1. The users A and B on ground want to exchange confidential
information. In order to do so, they use a quantum cryptographic key that is
generated by means of the space-born Quantum Laser Communication
Terminal (Q-LCT). (Picture of the Earth from Google Earth)

In the last few years, several demonstrations of QKD
systems and networks were brought to the attention of the
public, for example the DARPA/AFRL quantum network in
Boston [16], a bank transfer in Vienna [17], QKD for the Swiss
elections in Geneva [18], as well as operational QKD networks
in Beijing [19], Vienna [20], Durban [21] and Tokyo [22].
With the exception of the Boston and Vienna networks, all
QKD links were fiber-based. Free space QKD through the
atmosphere, on the other hand, was already demonstrated in
1996 [23]. This first experiment used a prepare-and-measure
scheme, meaning that Alice prepares quantum states and sends
them to Bob, who performs measurements on the quantum
states. A variety of prepare-and-measure implementations,
using either single photons or coherent states as quantum
signal, has been implemented since then [24], [25], [26], [27],
[28], [29], [30]. Furthermore, entanglement-based [31] free
space QKD has been implemented [32], [33], [34], [35], [36],
[37], exploiting the non-classical coupling of photons that
Einstein called “spooky action at a distance”.
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III.  ARCHITECTURES AND SERVICES OF SPACE-BASED
QUANTUM COMMUNICATION

A. Architectures

In the trade-off process as described in [7], we have
identified the two most promising architectures, one using a
low earth orbiting satellite (LEO) and one using a
geostationary earth orbiting satellite (GEO). These two
architectures are capable to cover a significant range of QKD
services (see below). Both architectures employ the existing
TESAT Laser Communication Terminal (LCT) [38], [39],
[40], see Figure 2 in the space segment to distribute the
quantum signals to the ground. This configuration enables each
ground station to establish a key with the satellite. The satellite
carries a weak coherent pulse source because this part is
usually less complex than the detecting end of the link.
However, the satellite has to be equipped with key distillation
(post processing) capability, as well as with storage for
buffering the keys until they are handed over to the users on
ground. Thus, the satellite can be considered as a moving node
of a trusted repeater network, which enables two ground
stations to sequentially establish a key with the satellite and to
subsequently obtain a common key. The Quantum-LCT (Q-
LCT) is effectively replacing the travelling human trusted (or
potentially untrustworthy) couriers, which are nowadays still
used to distribute keys for one-time pad encryption. In general,
this scenario is an implementation of One-way QKD where one
quantum state is sent at a time, but where the quantum satellite
has to be trusted, similar to the mentioned human courier. In
entanglement double-link systems, on the other hand, such trust
in the satellite is not required. However, since in this case the
satellite sends an entangled state simultaneously to two users
on ground, the effective attenuation is the square of the single-
link-attenuation. This is the main reason why entanglement
double-link protocols lead to uneconomic costs for secure keys
when not using a futuristic ground receiver, also leading to
tremendous costs [7].

In general, the keys shared between grounds stations will be
generated via the space segment during ‘good weather
conditions’. The keys can then be used at any time,
independent of cloud coverage and visibility constraints. Thus
weather conditions merely influence the key rate, but do not
impede real-time communications.

The LEO based architecture allows secret key rates up to
13 megabits per day when used with a stationary ground
terminal of 50 cm aperture. For mobile terminals for
accommodation on trucks etc., we consider a 50 cm aperture
too big and heavy, so we propose another configuration variant
with a 25 cm aperture on ground. This configuration allows for
secret key rates of about 3 megabits per day. For these two
configurations, we have calculated the cost per megabit of user
key with 77 €/Mbit and 312 €/Mbit, respectively. The GEO
based architecture is able to achieve 39 megabits per day with a
200 cm aperture on ground, with cost per megabit of 615 €.
The calculated costs are based on a return of investment period
of 5 years. For further details of the calculation, please refer
to [7].
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B. QKD services

In the following, we present the QKD services that the
selected three configurations are capable to provide:

1)  One-way QKD by LEO Q-LCT with 13.5 cm aperture

a) Fixed ground terminals with 50 cm aperture
This configuration is capable to serve the needs of e.g.:

e Secure communication between Government seat
and/or Ministry Headquarters

e  Secure communication between command centers and
operating centers, submarines and aircraft-carriers.

b) Mobile ground ground terminals with 25 cm

aperture
This configuration is capable to serve the needs of e.g.:

e Database backups of banks, medium and large
institutions and companies such as UBS, Citicorp,
Oracle, Google, etc.

e Real-time stock exchange: Sensitive documents
transmission and authentication of transfers
(accountability).

e Supervisory Control and Data Acquisition (SCADA),
such as the connections of oil/gas pipelines and
nuclear power plants; QKD is used between the
control center and the remote installations.

2) One-way QKD by GEO Q-LCT with 13.5 cm aperture
and ground terminals with 200 cm aperture
This configuration is capable to serve the needs of e.g.:

e Secure communication between Foreign Ministry
Headquarters and Embassies

e Inter-Governmental Organizations’ (IGO) Head-
quarters  secure  communication  with  their
subsidiaries.

e Metropolitan Area QKD Network Interconnect: Fiber
bound QKD networks (also including short ground-
based free space links) are already today technically
feasible and capable of high key distribution rates
[19], [20], [21], [22]. These include trusted repeater
networks with point-to-point quantum links between
network nodes, as well as switched QKD networks,
capable of providing direct optical connections
between single network nodes by means of optical
switching mechanisms and techniques. The size of
such fiber bound QKD networks is however limited.
For the latter case, the switched QKD networks, the
maximum diameter of the network is limited by the
maximum distance which can be achieved with one
QKD link, which is about 100 kilometers. As the key
generation rate decreases exponentially with distance,
the maximum size of the network may even be
smaller, depending on user behavior and
requirements. For trusted repeater QKD networks,
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Figure 2. TESAT Laser Communication Terminal (LCT) baselined for European Data Relay System (EDRS) and Global Monitoring for Environment and
Security (GMES). The photo displays the LCT which has been integrated on the Alphasat GEO spacecraft.

there is no technological limitation of their maximum size, but
larger distance means more nodes along the path which have
to be trusted, which again confines the size of practical
implementations to metropolitan area size. For intercontinental
or long range communications, trusted repeater networks are
clearly unfeasible. The idea of this use case is to interconnect
some insular metropolitan area QKD networks by means of
satellite QKD. One scenario could be to have a GEO satellite
serving several QKD networks on a continental scale, e.g.
metropolitan QKD networks in Europe.

IV. SYSTEM COMPONENTS OF SPACE-BASED QUANTUM
COMMUNICATION

The space-based telecommunication network consists of
several spatially distributed entities in three logical segments,
the space, user, and control segments. The system architecture
of the space-based telecommunication network identifies the
components of the distributed entities and defines their
relationship. The components shall be seen as ‘logical
components’ and may in the final product become manifest in a
different layout. An example would be several components
implemented in software sharing the same computing platform,
where the computing platform may be shared with another
payload or functionality.
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Both the LEO-based network with 25 cm and/or 50 cm
ground terminals, as well as the GEO-based network with
200 cm ground terminals, are based on the same general
architecture as defined in Figure 3.

The components of the system architecture are themselves
composed of further components, potentially of different
domains, like computer hardware, software, classical and
quantum optics, sensors, actuators, and all kinds of
interconnections and logic ‘glue’ between these components.

In the following, the components of the system architecture
will be described in more detail, in order to facilitate and ease
the definition of the system architecture requirements in
chapter 4.

1) SCM — System control and management subsystem

The SCM controls the single components of the payload,
being the Quantum Optical Subsystem (QOS/A or QOS/B), as
well as the Quantum Laser Communication Terminal (LCT/A
or LCT/B) and the QKD post-processing electronics (QPP),
and the Key Database (QDB). Furthermore, it handles the
access to the Classical Communication subsystem (CCS) and
communicates with the Master Control and Accounting
subsystem (MCA).
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Figure 3. General architecture employed in LEO and GEO architectures.

The SCM consists of:

e a computing platform (CPU, memory, mass
storage, operating system)

e the system control and management software

2) CCS - Classical communication subsystem

The CCS handles the classical communication between
Alice and Bob.

The CCS consists of:

e a computing platform (CPU, memory, mass

storage, operating system) which is shared with the
SCM and KDB
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cryptographic algorithms providing information-
theoretically secure (ITS) authentication and
encryption/decryption functions. These algorithms
might run on a computer shared with QPP.

the classical communication channel subsystem:
laser communication is proposed in order to
establish the classical communication system. In
any case, the quantum communication will need
the classical communication functionality at least
for spatial acquisition and tracking. The LCTs can
be shared between classical and quantum
communication by means of time or wavelength
division multiplexing. Thus it is proposed to also
use this classical channel for authentication and
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key distillation functions (such as sifting, error
correction and privacy amplification), for which
the data are generated by the QPP.

3) KDB — Keys database

In the KDB, the QKD generated keys are temporarily
stored on a mass storage until they are used (i.e. encrypted
and subsequently distributed to customers, or used for
authentication and encryption/decryption on the CCS).

The KDB consists of:

e a computing platform (CPU, memory, mass
storage, operating system) which is shared with
SCM and CCS

e the KDB management application running on the
computer shared with the QPP

e mass storage for the QKD generated keys
(optional, if not on the mass storage of the
underlying computing platform). The mass
memory might be shared with another payload of
the spacecraft, e.g. an acquisition instrument of an
earth observation satellite.

4) QPP — Quantum post processing subsystem

The QPP is the computing platform for the QKD post
processing protocol stack. Here the different stages of the
QKD key distillation protocol are executed to generate the
final secret key from the raw key (i.e. sent and measured
quantum signals).

The QPP consists of:

e a dedicated computing platform (CPU, memory,
mass storage, operating system), shared with the
KDB

e the post-processing protocol stack, consisting of
several chained modules required for the used
QKD protocol. In case of the BB84 protocol [41],
for example, these steps are: sifting, error
correction, privacy amplification. The computer for
post-processing might be shared with the CSS.

5) QOS/A — Quantum optical setup Alice side (source,
random number generator...), QOS/B — Quantum optical
setup Bob side (detectors...)

For the quantum source, there are several design options,
depending on the quantum protocol to be performed:

a) Entanglement Source

Up to the present, the most promising candidate of an
entangled photon source in space is based on a crossed
crystal scheme using two collinear type-0 phase matched
PPKTP (periodically poled potassium titanyl phosphate)
crystals [42]. This source was developed within ESA’s Basic
Technology Research Programme (TRP) in the project
EQUO (Entangled Photon Source for Quantum
Communications, Contract No. AO/1-5942/08/NL/EM).
However, as stated before, entanglement protocols are

Copyright (c) ICSOS 2012. All Rights Reserved.

currently not economically viable. Fundamental science
missions [43], however, might justify the higher cost.

b) Polarization Prepare & Measure Source

The weak laser pulse source for the polarization decoy
protocol was developed within the ESA-ARTESS project
PHT  (Photonic  Transceiver for  Secure  Space
Communications, Contract No. 21460/08/NL/IA) [44] and
relies on a single laser diode followed by four semiconductor
optical amplifiers and thin film polarizers, connected through
a fiber network.

¢) Phase Prepare&Measure Source

The current TESAT LCT configuration is generating two
coherent states with a phase difference of 180°. By
attenuating these signals and possibly adding some further
states, quantum communication can be enabled. In this case,
no additional device would be required to turn an LCT into a
Q-LCT. The modifications would rather be in on the level of
optical parts than on device level.

Furthermore, Prepare&Measure protocols require true,
non-deterministic random numbers. Quantum effects
actually allow for readily building such a random number
generator which delivers true random numbers. One
possibility is to split single photons on a 50-50 beam splitter
and to register their clicks on both outputs of the beam
splitter. Another implementation consists in the homodyne
measurement of vacuum noise inherent to coherent states
([45], [46]). It can be easily proven that random numbers
from such measurements are non-deterministic. For example,
the local oscillator laser used for homodyne detection in
TESAT LCTs can be employed to generate the random
numbers for quantum state transmission.

6) LCT/A— Quantum LCT space

The TESAT LCT [38], [39], [40], as shown in Figure 2,
can be used as LCT/A.

7)  LCT/B — Quantum LCT ground

In order to provide the QKD services from chapter III,
ground LCTs with apertures of at least 25 cm, 50 cm or 200
cm are required. Here we give some examples of optical
ground stations fulfilling these requirements on the aperture
size:

e Optical Ground Stations developed by the Institute
of Communications and Navigation of the German
Aerospace Center (DLR-IKN). Aperture sizes are
40 cm in a fixed [47] and mobile [48] version and
60 cm in a mobile version [49].

e ESA Optical Ground Station (OGS) on Tenerife
with 100 cm aperture diameter [50], [S1], [52]. The
ESA OGS, installed in the Teide observatory,
2400 m above the sea level was built for research
of satellite optical communications.

e The Wendelstein Observatory, situated on a height
of 1838 m in the Bavarian Alpesand, is operated by
the Ludwig Maximilian University of Munich.
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Currently, a 200 cm telescope is under construction
by Kayser-Threde, Munich, and Astelco Systems,
Martinsried [53]. It is assumed that this 200 cm
telescope can be used for optical communication.

e MAGIC (Major Atmospheric Gamma-ray Imaging
Cherenkov) Telescopes on Tenerife with a
diameter of 17 m, consisting of 50 cm x 50 cm
Aluminum individual reflectors [54].

8) MCA — Master control and accounting subsystem

The Master control and accounting subsystem (MCA) is
distributed between the satellite (space segment) and the
control centre (control segment) steering the entire
telecommunication network with respects to service requests
issued by customers. It schedules the single requests and
possibly also optimizes their sequential execution order. It
communicates with the system control and management
(SCM) components of the single segments. The MCA is also
responsible for accounting and billing of the customers.

The MCA consists of:

e a computing platform (CPU, memory, mass
storage, operating system)

e the MCA software

e the flight operations team

A. Generic assumptions connected with the proposed
architectures

e A similar architecture is employed for the LEO and
the GEO variants.

e The quantum channel and the classical channel are
multiplexed (time or frequency division) in one
LCT.

e The control center is accessed by the satellite as any
of the customers.

e The control center too, generates secret keys with
the satellite and uses them to secure (authenticate,
encrypt) its communication (command and control
sequences, access lists for different customers). This
communication can also use a radio frequency link
and is thus not impacted by atmospheric conditions.

e For security, it is sufficient to authenticate the
communication between control center and space
segment. However, additionally encrypting this
communication will strengthen anti-jamming
capabilities since adversaries will not know a priori
which stations are scheduled to exchange keys.

e For reasons of redundancy, and for more frequent
access to the satellite, the architecture may be
extended with additional control centers.

e The key database (KDB) of the satellite is large
enough to store the keys until they are delivered to
the legitimate customers.

e The KDB may store considerable amounts of
cryptographic keys for specific customers as backup
for anticipated system unavailability (e.g. due to
seasonal weather conditions).
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B. Service implementation

The customer books a service agreement at the control
center. The service agreement defines an amount of keys
which will be made available in the customer’s key database
during a certain interval of time (e.g. 1 megabit during one
week), while the exact instant of time when keys will be
arriving is not defined. The master control and accounting
subsystem schedules the rendezvous between spacecraft and
ground stations.

V. CONCLUSION

We have presented architectures for LEO and GEO based
quantum cryptography services. A large variety of users on
ground can be provided with keys for secure communication
among each other. We highlight that the service fees for the
users are very affordable for One-way QKD using Prepare &
Measure protocols. We furthermore have detailed the system
components required for such space-based quantum
communication services. The existing, space-qualified
TESAT LCT design can be used to transmit quantum signals
from space to ground. In a next step, it has to be investigated
which is the optimal way to extend the LCT to a Q-LCT.
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