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Specific Challenge: Over the last years, the Internet of Things has moved from being a

futuristic vision to an increasing market reality. The Integration and federation of loT with
Big Data and Cloud (including edge cloud), having all three diverging principles, remains a
key challenge. The exploitation of big data, being obtained from remote sensing / actuation
and the Web and social media crawling in specific contexts and being processed by smart
objects and in sophisticated clouds, enables the creation of distributed intelligence as key
application/service drivers toward attractive 10T services. Cloud-based applications driven
by decentralised information processing capabilities need to use dedicated cloud
architectures, standardised APIs, open software components, and to pay special attention to
data integrity, localisation, and confidentiality. Holistic approaches are required to address
privacy & security issues across value chains including privacy by design aspects, SLAS,
software algorithms and new data management models.

Scope: Research and Innovation Actions

The scope is to realise 10T/Cloud/Big Data platforms in social application contexts.
Specific requirements include multiple sensors and devices linked with big data analytics
and cloud data management, edge-heavy computing, machine learning and complex event
discovery, and a programmable loT logic and IoT Data Warehouse. The research will
address technological issues in big data application scenarios such as: elasticity and
scalability of cloud data management; transregional federated clouds; distributed storage;
distributed and/or edge computing; wireless sensor networks; cross-sectoral and
spatio-temporal data analysis; etc. Applications related in particular to smart cities
supporting urban needs and green manufacturing should serve as test-bed and verification

areas.

Expected Impact:

« Credible demonstration based on cross-border business and/or societal applications of
robust interoperable technologies combining loT with Cloud technologies and Big Data
approaches.

« Concrete implementations of interoperable solutions that integrate Big Data, 10T and
Cloud that are candidates for standardisation.
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