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(R&D for Trustworthy Networking for Smart and Connected Communities)
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Synopsis of Program:

The Internet of Things (loT) and Cyber-Physical Systems (CPS) are expected to become

pervasive parts of future everyday life, providing smart cities, smart health, smart transportation,

smart utilities, and a wide array of related emerging services and applications. As these systems

become embedded in daily life, it is critically important that the networks underlying the services

they provide be designed, built, deployed and operated in a highly trustworthy manner, i.e., that

they are resilient against disaster, failures and other network disruption. This program focuses

on enabling ultra-high availability, robust and reliable networks that can support continuity of

service under duress. This requires consideration of end-to-end systems, including compute

resources needed for services and applications, and creative and innovative ways of approaching

the challenges outlined above.
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Program Description:
1) Trustworthy IoT/CPS Networking
2) Trustworthy Optical Communications and Networking

1) Trustworthy IoT/CPS Networking

We seek joint Japan-US trustworthy 10T/CPS networking projects that investigate novel protocols
and architectures to realize a future resilient edge cloud/network system for Internet of Things (loT)
and Cyber-Physical Systems (CPS). The importance of 10T/CPS drives the need for end-to-end
system architectures robust against real-world events such as disasters, network or node failures,
traffic surges and other disruptions while ensuring the stringent quality of service required to realize
interactive services and applications. A broad integrated reference model that includes (i) loT access
networks, which are likely to be predominantly wireless, (ii) front-haul and back-haul technology for
the large amounts of data created by sensors and cloud computers, (iii) edge computing solutions to
support low latency for applications, and (iv) physical infrastructure networks should be considered.
Developing architectures and protocols that ensure trustworthy end-to-end networks requires
consideration of factors which may include: the heterogeneity, characteristics, resource constraints
and potential mobility of end devices/sensors, the diversity of access network technologies, the
availability/placement of computing resources and QoS requirements. Mechanisms for near-real
time tracking of system state and rapid autonomic response to support allocation of necessary
resources are important to consider. An architectural framework should be able to accommodate
appropriate privacy and security measures. Examples of relevant areas include, but are not limited

to:

® Trustworthy heterogeneous I0T/CPS network architectures

® Trustworthy and real-time mobile edge cloud computing models

® Disaster resilient, robust smart city sensing/networking/computing architectures

® Architectures/protocols to support testing and verification for trustworthy smart and connected

community infrastructure and services
® Models for predicting service/application quality in a compromised network

2) Trustworthy Optical Communications and Networking

We seek joint Japan-US projects in trustworthy optical communications and networking that enable
disaster- and disruption-resistant optical networks that support loT and CPS services and
applications. Economic growth, the explosion of mobile edge devices and cloud-based smart
applications, the emergence of smatrt cities and the resulting deluge of data has driven significantly
increased deployment of optical fiber in access and metro-area networks. Fiber networks are
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expanding to integrated optical and mobile/wireless access networks, edge/cloud networks, and

FTTx. This drives an urgent need for trustworthy and ultra-high availability agile optical networks that

are resilient against disasters (multiple correlated failures), large traffic surges and other major

disruption. Robust network design, ultra-low latency bandwidth provisioning, autonomic self-

configuration, multi-tier dependability-differentiated services and a variety of other mechanisms are

among the capabilities that may be required to ensure network resilience and continuity of services

and applications. Energy efficiency is also required for environmental reasons and because

communication networks may be required to operate for extended periods of time without direct

support from electrical grids (e.g., during periods of disaster recovery or for remote locations). The

role of emerging low cost integrated optical technologies should also be considered, since these may

be increasingly leveraged both in normal operation and in periods of disaster recovery. Examples of

relevant areas that include but are not limited to:

® Ultra-high availability agile optical and edge/cloud-computing networks

® Trustworthy integrated optical and mobile/wireless networks

® Rapid self-configuring optical networks for resilience and service continuity

® Trustworthy system architectures leveraging emerging low cost integrated optical devices for
I0T/CPS networking

® Disaster resilient and/or energy-conscious optical networks
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[5] Internet Technologies to Accelerate Smart Society/J\5&
http://www.ieice.org/eng/s_issue/cfp/2018_1EB.pdf
[6] http://lwww.comsoc.org/netmag/cfp/edge-computing-internet-things
[7] https://www.journals.elsevier.com/future-generation-computer-systems/
call-for-papers/special-issue-on-smart-city-and-internet-of-things
[8] ETSI ISG Multi-access Edge Computing
https://portal.etsi.org/thb.aspx?tbid=826&SubTB=826#5068-home
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