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(Advanced technologies combining Security, 10T, Cloud and Big data for a
hyper-connected society)
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5. MAREDIEBR

Specific Challenge

Following the integration and federation of 10T with Big Data and Cloud, which has been
explored in past coordinated calls, a remaining challenge to address is enhanced
security and privacy and how the human user deals with the ever-increasing amount
of sensors, smart objects and data. Both EU and Japan have excellent competences in
the fields of cybersecurity systems and visualisation technologies. Especially, security
aspects are of increasing importance in these years. There is a need for simple,
efficient and trustable systems based on advanced technologies combining
Security, Cloud and loT/Big Data technologies that can provide intelligent detection

and countermeasures for device malware attacks, automatic vulnerability discovery and
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patching, analytics and 10T/Big Data applications. All of these require advanced cloud
and edge computing technologies and interoperable IoT devices and platforms.

These new requirements, including security aspects, will have an enormous impact on
the underlying cloud/loT platforms and associated services, especially for cross-border
demonstrations of technologies and applications.

Scope
Advanced technologies combining Security, 10T, Cloud and Big data for a

hyper-connected society

The focus is to research, develop and test advanced technologies combining Security,
IoT, Cloud and Big data. The following technologies are expected for research and
development: agility against emerging threats; automatic vulnerability discovery and
patching; open-sourcing of security tools; 10T security; cloud security; data security;
privacy protection; data anonymization; blockchain in the context of I0T/Cloud; critical

information infrastructure protection, cross border application demonstrations; etc.

Expected impact

- Credible demonstrations based on cross-border business and/or societal
applications of robust interoperable technologies identifying policy/legal obstacles
(i.e., free flow of data, data protection, data portability etc.).

- Concrete implementations of interoperable solutions that integrate 10T, Cloud and
Big Data including security that are candidates for standardisation.

- Facilitation of the development of cloud-enabled, secure and trustworthy IoT/big
data applications (i.e., integrating intelligent security systems and visualisation
technologies and devices/interfaces).
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MERREDOHEERSSE: Y AT A « BRI DEF(20175)
http://www.jst.go.jp/crds/pdf/2016/FR/CRDS-FY2016-FR-04.pdf

2020 ROZDHRERIBALYA/N\N—tF 2T 1 DEDHICDINT
https://www.nisc.go.jp/active/kihon/pdf/csway2017.pdf

ITU Cybersecurity Activities
https://www.itu.int/en/action/cybersecurity/Pages/default.aspx

EHBEDS
http://www.soumu.qgo.jp/johotsusintokei/whitepaper/h28.html
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https://www.ipa.go.jp/security/controlsystem/index.html
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