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The table shows the number of attacks observed by agnostic Amppot over the
last 7 days.
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Device model Manufacturer # Devices
L System Controller L Systems -
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L Solar L Systems 39
Powerl L electric 1,019
L Receiver 1,204
] Tower Lighting System ﬁECHNOLOGY 34
Aquil LLC 1,531
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name in/Retrofit j i

NL 26.0%

il A Retrofit 278 SE 18.9% CELLCO-PART / KPN KPN Na-
US 16.3% tional
ES 59.0%

2 B Retrofit 391 MA 20.3% VODAPONE_ES / DTAG internet
DE 11.9% service
US 96.5%

3 C Unknown 821 BR 2.2% CELLCO-PART

3 D Unknown 85 US 84.3% CELLCO-PART / CELLCO

1 E Unknown 186 IgES?;\lf VODAPONE-IT-ASN

4 F Unknown 88 D
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US ¢
5 G Retrofit 104 ES G
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7 Retrofit 360 ES¢ I
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Takahiro Ueda, Takayuki Sasaki, Katsunari Yoshioka, and Tsutomu Matsumoto, "An Internet-wide View of Connected Cars: Discovery of Exposed 2()
Automotive Devices," Proc. The 2nd International Workshop on Security and Privacy in Intelligent Infrastructures (SP21 2022), 2022.
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Table 5: The risk of the discovered OBE products

Device name

Outdated protocol

Outdated software

Weak default

Connection

Information exposure

password ks
A - Tlideslash monit 5.0 confirmed Running process
B Telnet OpenSSH 5.1 - confirmed Location, ignition, etc
C Anonymized  server § vV
name 1
D Anonymized  server § vV
name 2
PHP 5:6:31 :
E FTP, Telnet light httpd 1.4,39 possible
PHP 5.6.31 ;
F Telnet light httpd 1.4.39 possible
G Telnet - possible Location
H - possible
I : PHP 5.3.10 possible
i) FIP CrushFTP -
K Telnet = possible Location
L FIP possible

Takahiro Ueda, Takayuki Sasaki, Katsunari Yoshioka, and Tsutomu Matsumoto, "An Internet-wide View of Connected Cars: Discovery of Exposed 2 1
Automotive Devices," Proc. The 2nd International Workshop on Security and Privacy in Intelligent Infrastructures (SP21 2022), 2022.
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