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MITRE ATLAS

Studies

Evasion of Deep Learning Detector for
Malware C&C Traffic

Botnet Domain Generation Algorithm (DGA)
Detection Evasion

VirusTotal Poisoning

Bypassing Cylance's Al Malware Detection

Camera Hijack Attack on Facial
Recognition System

Attack on Machine Translation Services

ClearviewAl Misconfiguration

GPT-2 Model Replication

ProofPoint Evasion

Tay Poisoning

Microsoft Azure Service Disruption

Microsoft Edge Al Evasion

Face Identification System Evasion via
Physical Countermeasures

Backdoor Attack on Deep Learning Models
in Mobile Apps.

Confusing Antimalware Neural Networks

Compromised PyTorch Dependency Chain

Achieving Code Execution in MathGPT via
Prompt Injection

Bypassing ID.me Identity Verification

Arbitrary Code Execution with Google
Colab

PoisonGPT

Indirect Prompt Injection Threats: Bing
Chat Data Pirate

ChatGPT Conversation Exfiltration

ChatGPT Package Hallucination

ShadowRay

Morris Il Worm: RAG-Based Attack

Web-Scale Data Poisoning: Split-View
Attack

Fina

cial Transaction Hijacking with M365
Copilot as an Insider

Organization Confusion on Hugging Face

Al Model Tampering via Supply Chain

LLMEFaUra

® MITRE ATLAS®DCase Studiesic70O>7 k12

Matrix  Tactics  Techniques  Mitigations  Case Studies  Resources - | \Contribute

Home > Studies > DataE a An L v

Data Exfiltration via an MCP Server used by Cursor

Incident Date: 20255 6F248
Actor: Backslash Security Research Team | Target: Cursor

& DOWNLOAD DATA ~

Summary
The Backslash Security Research Team demonstrated that a Model Context Protocol (MCP) tool can be used as a vector for an indirect prompt

injection attack on Cursor, potentially leading to the execution of malicious shell commands.

The Backslash Security Research Team created a proof-of-concept MCP server capable of scraping webpages. When a user asks Cursor to use
the tool to scrape a site containing a malicious prompt, the prompt is injected into Cursor's context. The prompt instructs Cursor to execute a
shell command to exiltrate the victim's Al agent configuration files containing credentials. Cursor does prompt the user before executing the
malicious command, potentially mitigating the attack.

Procedure “7 NAVIGATOR LAYER -

LLM Prompt Crafting

Resource Development

® | e researchars cratted a malicious prompt containing an Instruction to executs the mallcious shell command o exfirate the victimia Al agent
credentials
Stage Capabilities
Resource Development
[ ]
The h d a malicious web prompt
LLM Prompt Obfuscation
Defense Evasion
L]
The malicious prompt was hidden in the title tag of the webpage.
Stage Capabilities
Resource Development
[ ]
The researchers launched a web server to receive data exfiltrated from the victim.
Drive-by Compromise
Initial Access
L]

When a user asked Cursor to use an MCP tool to scrape the malicious website, the contents of the malicious prompt was retrieved and ingested into
Gursor's context window.

https://atlas.mitre.org/studies/ AML.CS0045

2 atlas.mitre.org 0 ¢ B+ ©

MITRE ATLAS
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Techniques  Mitigations  Case Studies  Resources - | \Contribute

MITRE ATLAS™ is a continuously growing and evolving knowledge base of how ML systems can be attacked. We need your help to make it holistic and fillin the missing gaps!

Feedback and Improvement

Send us your feedback and improvements to tactics, techniques, and case studies: please email atlas@mitre.org.

Contribute Case Studies

We are especially excited to capture new and unique attack pathways as case studies! We look forward to contributions from both industry experts and academic researchers.

Use the Case Study Builder to craft a submission file with details and technique mappings, then email the file to atlas@mitre.org. The ATLAS team will review the submission and follow up with

feedback.

GO TO CASE STUDY BUILDER

Contributors

Thank you to our many active contributors! Including, but not limited to

Accenture

Airbus

Ant Group

AttackiQ

Bank of America

Berryville Institute of Machine Learning

BlueRock

Booz Allen Hamilton

Bosch

Brown University

CATO Networks

Cardiff University

Cisco

Citadel Al

Citigroup

Cloud Security Alliance

CrowdStrike

Deep Instinct

Kaspersky v
Lloyds Banking Group v
Lumia Security v
MITRE v
MeAfee M
Microsoft v
NEC Corporation v
NEC Corporation India v
NVIDIA v
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ryprosystem | cjassical security | Quantum security | Quantum algorithm

NEERES  RSA 2048 112
Public-key  pgp 3072 128
crypto .
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0 7T XL
DSA 3072 128 Shor’s algorithm
ECC 256 128
ECC 521 256
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