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Recent status of DDoS attack occurrence in Japan

. 3 attacks/day on
Composite attack
o | average Attack to line capacity
" = “Attack to server
X
8 10
ﬁ 5
; sl Bl
) 0 L._l.
g e Date
= Date

(Gbps)

Wtraffic|Gbp

Up to 2Gbps and more
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Contlnuous attacking tlme

-»-»OIlJ Internet Infrastructure Review Vol. 1

Amount of attacking traffic
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1) Introduction to the cloud ecosystem:
definitions, taxonomies, use cases, high level
requirements and capabilities

2) Functional requirements and reference
architecture

3) Infrastructure and network enabled cloud
4) Cloud security, threat & reguirements

5) Benefits of cloud computing from
telecom/ICT perspectives

6) Overview of SDOs involved in cloud
computing

/) Cloud resources management gap analysis
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CSN 1 (application devilD‘
~
CSN 2 (content provider)
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CSP 1 CsP2 CSP 3
(SaaS/PaaS/IaaS/CaaS/ (Inter-Cloud) (SaaS/PaaS/IaaS/
NaaS provider and CaaS/NaaS provider

Inter-Cloud) and Inter-Cloud)

CSU1 (enterprise)
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(NIST) Security is the Major Issue

Q: Rate the challenges/issues ascribed to the ‘cloud'/on-demand model
(1=not significant, 5=very significant)

security I 7. 6%

1

Performance [ 6311

=

Availability | 3.1V

Hard to integrate with in-house IT — 61.1%

Not enough ability to customize [N 558 %:

Worried on-demand will cost more — 50.4%

Bringing back in-house may be difficult I 50.0%

Regulatory requirements prohibit cloud [N 0.2 %

Not enough major suppliers yet ﬁ 44.3%

0% 0% 20% 30% 40% 50% 60% 70% 80%
% responding 4 or 5

Source: IDC Enterprise Panel, August 2008 n=244



(NIST) Cloud Security® 4 #kr

- Some key issues.
- trust, multi-tenancy, encryption, compliance

 Clouds are massively complex systems can be
reduced to simple primitives that are
replicated thousands of times and common
functional units

- Cloud securityisa “tractable” problem
- There are both advantages and challenges

Former Intel CEO, Andy Grove: “only the paranoid survive”




GICTF

Introduction to Global Inter-Cloud Technology
Forum (GICTF) and its Roadmaps

2010.6
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i<tk GICTF: A technology forum for the “Inter-cloud” era

Promotes the global standardization of inter-cloud system interfaces
through collaboration between academia, government and industry
Established on July 17t 2009

Cloud_sys_tem - . S Cloud system B
i Applicationsk"_ 1) Standard “inter-cloud” » e
) Interface | Appscaum "
Servers 3 .

Storage devices

Network

NGN, new generation network, etc.
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increased load by means of alternating

Avoid additional delaycaused by the
Service consumer
8 data for access point to other cloud

. P
s “+, Intern Abrupt —
R s ®, increase in
= Yo, the number
@ S
- Ve, of access
= L+ _  attempts
b Damervas i W _, Lease the required
gepess e AN, quantity of resources
| Exchange data such as% &P from the community
X o V. | information of consumér D cloud
Service 8 =~

e Nefwork )7 |

®

Distribute the load on the own servers

5 * Service 1
‘ Provider Y: C'ommunity cloud
. to outside the own cloud system
Service 1 et oE——
Prodor X < 1] eturn the processing to the

original cloud system when load
distribution becomesunnecessary
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Municipalif’y__ B

Service X
Selecta cloud system to 4
be used for service -—
recovery through Service 2 ¢

negotiation with other ot
ervice _
cloud systems 5
emotely activate the
i lication for Service 2

Botruntack io DBsare copied and | ?S?I)nl:?l;zrﬁ t;r erviee
the cloud system 4 :)(;Ii(;};izmzed = requirements are satisfied
of Municipality A on a best-effort basis)

G, ’ Remotely activate the

i application for Service 1

(to guarantee the
required quality)

.....
......

Continue to provide services by recovering

Services of Municipality A become available by each service of Municipality Aby usinga cloud
accessing the cloud system used for recovery. system other than that of Municipality A
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e Responsibility Ambiguity
e Loss of Governance

e Loss of Trust

e Service Provider Lock-in

e Cloud Service User
Remote Access

e [ack of Information/Asset
Management

e Data loss and leakage

e | oss of Account/Service
management

7)Y —EXREHE
‘Responsibility Ambiguity
‘Protection Inconsistency
Evolutional Risks

‘Business Discontinuity
*Supplier Lock-in

License Risks

‘Bylaw Conflict

Bad Integration

‘Unsecure Administration API
Shared Environment
*Hypervisor Isolation Failure
«Service Unavailability
-Data Unreliability

Abuse Right

20
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. « Hypervisor Protection
E/Ireot\?igirgo. ;géitr%? lIJeCIvel « Storage & Network Isolation

. « Protection for Network Elasticity
e Information/asset . Interoperability

management. . Identity Management
e Confidentiality/integrity . Disaster Recovery
of data « Data Traceability
e Proper account/identity -+ Secure VM Migration
management « Trusted Compute Pools

e Service interoperability, * Different Security Models
portability & reversibility * Multi-tenancy
e Interoperable Service - b License management &

interface & virtualization JSurisd|ct!c(_)naI ?%mlplla;ce 8
mechanisms egregation or Role, Resource

_ _ responsibility
e Secure Virtual Machine Information & Data Quality

Assurance
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[1] SP800-53 Recommended
Security Controls for Federal
Information Systems and
Organizations
http://csrc.nist.gov/publications/nistp
ubs/800-53-Rev3/sp800-53-rev3-
final updated-errata_05-01-
2010.pdf
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POAM: Plan of Action and Milestones, FDCC: Federal Desktop Core Configuration
FISMA: Federal Information Security Management Act
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ISO/IEC JTC1/SC27\cHl12E\E
Joint WG Study Period on Cloud Computing Security and
Privacy (Oct 2011)
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WG5 (F=V&&)DKER

ISO/IEC 27001 (Requirements)

No need for SC27
to standardize
requirements/audit

ISO/IEC 27036-2

Generic Requirement ISO/IE

C 27002

WG4

WG

ISO/IEC 27036-5 (47)

Y

ISO/IEC 27017

Cloud Specific Requirement Cloud Specific Control

ass I\iIWI

W5 ISO/IEC 2701872  Mdgve to NWI
W Gf@ Data Protection Controls
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Do RS —EACHITEHBLIEETFIHIC. ISMSDEZ
FzEz@EAL. DIV FAICHEENIGEEE (Controls), EDH
15> Z(Implementation Guidance)ziiHi3 3.

ISMS is the mechanism for common understanding

] chudouise
| ¢|OUdGUI
= CloudGuide 4
B o ;VV-»'-»
 / CloudGuide additional
General IIE CIoudGuid+ controls/
controls — K¢ CloudGuide - Impllementatlon
for ISMS 2 CloudGuids guidance for
" cloud
0 CloudGuid .
= computing
0 CloudGuid sefvices
- 2
&IoudGuid
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Rules
(1) Implementation guidance for cloud user to do
c USORRABENI SO C—ERDFAIZEWTELEMT 2FED
F5lZEIRT B,
(2) Requests for service provider
« OTRFABNI TV FY—ERDFIRIZENTY 57 REEENT
DBIEICDOVWTHRIANSEIREZELRT D,
« USORFBENI SO RS—ERDFRBIZEWVWTI S REEEICHK
LTEmZRKODLEIEZELIRT b,
Note.
« VIS REXRENBODEHREXF IV TANERELTITS>FIETHOT
VI RRAEDOEREXF AV TANERET A ETEHSBERMEL
FWNE DI, Gtk LR,
« U3 FRABENERLTELY SV FEXREARR LGV E—ERMICTE
ESNHFBHEIEL, GLdb Ly, BIAIE, ¥MEMLREER)
« ISO/IEC 27002MEMDFEIICEEICHHEBITH LTI T FH—EXF|
ARICBITAMESBAZMASHEICIE. BMRESRAIE 1757 FFIA
BD-ODOEEFHRI TEERT b,
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ITU-TE&EX. 1500
Cybersecurity information exchange framework
(CYBEX)

CJK-SWISS 2011 SFK (NICT) B hvo D %
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Source: http:.//www.atmarkit.co.ip/fsecurity/rensai/cybexO1/cybexO1 html



CYBEX (15X, 1500) DREMBIL—LT—4

Cybersecurity
Organization

Cybersecurity
Information
acquiisition

| Cybersecurity information exchange |

|
Focus of CYBEX

Cybersecurity
Organization

Cybersecurit
¥
Information
use
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CYBEX IE. b —HZ N LT, HAM/\—tFX 1) TAERER
Mg B-DIZ. LTDADDEEET OV OERELTLND,

Information This block structures cybersecurity Appendices
Description block | information of X.1500

Information This block identifies and discovers » X.1570
Discovery block | the above structured information (next

__________________________________________________________________________________________ section).___.

Information This block ensures the validity of
VLI i[o]gWe][elel @8 the information

Information This block exchanges
I elelgllel el /@ Cybersecurity information over
networks
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CVE
CVSS
CWE
CWSS
OVAL
XCCDF
CPE
CCE
ARF
CEE
|IODEF:
CAPEC
MAEC

PFAM

iLvbnd,

Common Vulnerabilities and Exposures

Common Vulnerability Scoring System

Common Weakness Enumeration

Common Weakness Scoring System

Open Vulnerability and Assessment Language
eXtensible Configuration Checklist Description Format
Common Platform Enumeration

Common Configuration Enumeration

Assessment Result Format

Common Event Expression

Incident Object Description Exchange Format
Common Attack Pattern Enumeration and Classification

Malware Attribution Enumeration and Characterization
Format

Phishing, fraud and misuse format
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- "CYBEX - the Cybersecurity Information Exchange Framework
(X.1500),” ACM CCR, http://ccrsigcomm.org/drupal/?g=node/691,
October 2010

- “"Ontological Approach toward Cybersecurity in Cloud Computing,” ACM
SIN (awarded best paper), September 2010

- Cybex Information Exchange Tool (cybiet) —— A Cybex Discovery and Cybex
BEEP profile implementation, http://cybiet sourceforge.net/

- “Global Developments in Cybersecurity Information Exchange
Framework” , invited talk@AINTEC, ACM, November 201 O(coming soon)
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