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Lucky Thirteen: Breaking the TLS and [l i_\()r'lﬁl3ﬂ5 2HABRI@XT
DTLS Record Protocols #
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TLSICHITBEST—2D

Introduction Who are we? What is affected? How severe are the ¢ -

gf:(s:t;es, advisories a m Eylf

For more informatior o TLSjn h:}b‘:a‘*%ﬂg
= L4 _ Is

Introduction: ﬁ‘b ﬂBﬁa)CB C:E ‘ 0)

The Transport Layer Security (TLS) protocol aims to provide confidentiality and integrity of data in transit across Research paper (pdf) \ — E F_:
untrusted networks like the Internet. It is widely used to secure web traffic and e-commerce transactions on ( & LA

What are the
countermeasures?

Why are the attacks called
"Lucky Thirteen"?

How does this work relate to
known attacks?

Is it still safe to use TLS? Source code Responsible disclosure

the Internet. Datagram TLS (DTLS) is a variant of TLS that is growing in importance. We have found new Contact

attacks against TLS and DTLS that allow a Man-in-the-Middle attacker to recover plaintext from a TLS/DTLS <) _— lJ = <y

connection when CBC-mode encryption is used. The attacks arise from a flaw in the TLS specification rather L h nn 9
than as a bug in specific implementations. We have carried out experiments to demonstrate the feasibility of Supportedby

the attacks against the OpenSSL and GnuTLS implementations of TLS, and we have studied the source code of ; w
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National Vulnerability Database (NVD) National Vulnerability Database (CVE-2012-5187)
< & 7| | @ web.nvd.nist.gov [ (3]

Sponsored by y » /i‘-; ¥
DHS National Cyber Security Dlvlsnon/US-CERT A ’ Y National Institute of

Standards and Technology

National Vulnenability Database

automating vulnerability management; ity measurement, and compliance checking
Vulnerabilities Checklists 800-53/800-53A Product Dictionary Impact Metrics Data Feeds Statistics

HF—B 55 II‘EI:L ’I‘EéE $& é: l—z me |ScAP SCAP Validated Tools |SCAP Events Ihon o |l |
T —AX UTc e

government repository —
— of standards based Original release date: 02/06/2013
"tz I vulnerability Last revised: 02/07/2013

n management data. This ]
data enables automation Source: US-CERT/NIST
of vulnerability

management, security Overview
measurement, and

compliance (e.g. FISMA). The Weathernews Touch application 2.3.2 and earlier for Android allows attackers to obtain sensitive

information about logged locations via a crafted application that leverages read permission for

system log files.
NVD contains:
55074 CVE Vulnerabilities Impact

202L8skupdated: CVSS Severity (version 2.0):
231 WRICERP Alehts CVSS v2 Base Score: 4.3 (MEDIUM) (AV:N/AC:M/Au:N/C:P/I:N/A:N) (legend)
2690 853 ARVERRALL3 1 pact Subscore: 2.9

ﬂ I‘:‘- ! AN EMF s140¥EPYRlication Exploitability Subscore: 8.6
[)) ’ E 68974 2R NIA37
CVSS Version 2 Metrics:

Access Vector: Network exploitable

NVD provides four Access Complexity: Medium
mailing lists to the

oublic. For information

Authentication: Not required to exploit
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