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LEARNING WITH ERRORS
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INFORMATION

Unfortunately, the creation of the LWE instances was bugged and resulted in unbreakable
challenges. We removed all challenges from the web page and are currently rerunning the
protocol to create new instances. The available instances are already updated, the missing
{grey) instances will be added soon. Sorry for any inconveniences.

INTRODUCTION
Welcome to the Learning With Errors (LWE) challenge.

The LWE problem is to recover s, given an instance (A, b), where A is an mxn matrix over
Zq and b = As + e is a vector of length m over Zq- Both the matrix A and the target vector
s are sampled uniformly random, while the error vector e is sampled from the Gaussian
distribution with parameter o.

This page presents sample instances for testing algorithms that solve the LWE problem. The
main goal of this challenge is to help assessing the hardness of the LWE problem in practice.
Furthermore, it is designed to provide a comparison of different types of LWE solvers, like
Babai's Nearest Plane [1], BKW [2], or reduction to the Shortest Vector Problem [3].

Since current results seem to imply that the hardness of LWE instances mainly depends on
the "relative error size" @ = o/ g and the dimension n, this page provides LWE instances for
a wide range of a and n. All challenges were created using a multi-party computation
protocol executed by the Eindhoven University of Technology, the University of California,
San Diego and the Technische Universitdt Darmstadt. The protocol ensures that none of the
participating parties has additional information about the solutions.

How to participate

1. Select one of the unsolved LWE challenges (by clicking on a green cell) from below and
Anwnlnad it

NICY

By TecHwiscHe
UN TAT

uc San Diego
TU/e

SUBMISSION

Submission

DOWNLOAD

Format of Challenge Files

Toy Challenges in
Dimension:

n=2, &= 0.005
5, @ = 0.010

n=10, a = 0.015

LWE challenges:

LINKS
Lattice Challenge

SVP Challenge

Ideal Lattice Challenge

CONTACT
Florian Gipfert
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CHALLENGE CHALLENGE TU/e
Relative
HALL OF FAME error

0.070

Position Dimension Euclidean norm Contestant Submission 0.065

Yoshinori Aono :
1 825 117.64 Phang Nguyen l[!l;?a_lls_ 0.060

2 800 103.95 VESTITTATERAT) Details 0.055
Phong Nguyen .~ --°°

Yuanmi Chen 0.050

3 775 100.14 Fhong Nouyen Details
g Mgdyen - -oe-e- 0.045

4 750 87.76 Yusinnat Chen Details
Phong Nguyen T 2.0.% 0.040

Yuanmi Chen :
5 725 BO.6ES Phong Nguyen Details a 0.035

0.030

0.025
0.020

0.010

-~ HH0EEE000000000

40 45 50 55 60 65 70 75 80 BS 90 95 100 105 110 115 1zo Dimension

APPROX-SVP HALL OF FAME

Position Dimension Index Seed Eu:]:::-ﬂ:‘an Contestant Solution

Yuntao Wang; Yoshinori Aono;
1 652 653 0 626850 Takuya Hayashi; Jintai Ding; vec
Tsuyoshi Takaagi

Yuntao Wang; Yoshinori Aono;

NICTAVN\EELF—LHHLT-

2 652 653 1] 626936 Takuya Hayashi; Tsuyoshi VEC
Takaai T =
. . H 550 8% (2017.3.5 IRTE)
3 652 653 li] 661210 Jean-Christophe Deneuville vec
Yuntao Wang, Yoshinori Aono,
4 02 i J o143 Takuya Hayashi, Tsuyoshi Takagi vee 1
5 600 601 0 542883 Jean-Christophe Deneuville vec
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Datability is all about the ability to use large

volumes of data sustainably and responsibly.
[CeBIt 2014, held in Hannover, Germany]
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