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INFORMATION

Unfortunately, the creation of the LWE instances was bugged and resulted in unbreakable
challenges. We removed all challenges from the web page and are currently rerunning the
protocol to create new instances. The available instances are already updated, the missing
(grey) instances will be added soon. Sorry for any inconveniences.

INTRODUCTION
Welcome to the Learing With Errors (LWE) challenge.

The LWE problem is to recover s, given an instance (A, b}, where A is an mxn matrix over
zqand b = As + e is 3 vector of length m over z,. Both the matrix A and the target vector
s are sampled uniformly random, while the error vector e is sampled from the Gaussian
distribution with parameter o.

This page presents sample instances for testing algorithms that solve the LWE problem. The
main goal of this challenge is to help assessing the hardness of the LWE problem in practice.
Furthermore, it is designed to provide a comparison of different types of LWE solvers, like
Babai's Nearest Plane [1], BKW [2], or reduction to the Shortest Vector Problem [3].

Since current results seem to imply that the hardness of LWE instances mainly depends on
the "relative error size” a = & / ¢ and the dimension n, this page provides LWE instances for
a wide range of @ and n. All challenges were created using a multi-party computation
protocol executed by the Eindhoven University of Technology, the University of California,
San Diego and the Technische Universitat Darmstadt. The protocol ensures that none of the
participating parties has additional information about the solutions.

How to participate

1. Select one of the unsolved LWE challenges (by clicking on a green cell) from below and

Arwnlnad it

NICYV

TECHNISCHE
") UNIVERSITAT
T GARMSTAGT

UC SanDiego
TU/e

SUBMISSION

Submission

DOWNLOAD

Format of Challenge Files

Toy Challenges in
Dimension:

n=2, a = 0.005
n=5, a= 0.0

n=10, o = 0.015

LWE challenges:

LINKS
Lattice Challenge

SVP Challenge

Ideal Lattice Challenge
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Timeline

“This is a tentative timeline, provided for information, and subject to change.

Date

Feb 24-26, 2016 MIST Presentation at PQCrypto 2016: Announcement and outline of NIST's Call for Submissions (Fall 2016), Dustin Moody
April 28, 2016 NIST releases NISTIR 8105, Report on Post-Quantum Cryptography

Dec 20, 2016 Formal Call for Proposals

MNov 30, 2017 Deadline for submissions

Dec4, 2017 NIST Presentation at AsiaCrypt 2017: The Ship Has Sailed: The NIST Post-Quantum Crypto "Competition", Dustin Moody
Dec 21, 2017 Round 1 algorithms announced (69 submissions accepted as "complete and proper")

Apr11,2018 MIST Presentation at PQCrypto 2018: Let's Get Ready to Rumble - The NIST PQC "Competition”, Dustin Moody

April 11-13, 2018 First PQC Standardization Conference - Submitter's Presentations

January 30, 2019 Second Round Candidates announced

August 22-24, 2019 Second PQC Standardization Conference

(tentative)
2020/2021 Round 3 begins or select algorithms
2022/2024 Draft Standards Available

LM (NIST) :https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Workshops-and-Timeline
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